MATEPHUAJIbBI
JJIA O3HAKOMJIEHUA PABOTHUKOB ITPEAIIPUATHUA

JIncTaHIUOHHOE MOILIEHHUYECTBO —  9TO COBEpIIICHHE TaKoro
BHJIa MOIIEHHUYECTBA, IIPM KOTOPOM BHHOBHBIM, 4Yallle BCEro HCHOJIb3Ys
KOMIIBIOTEPHbIC U TEIE(POHHBIE CETH, BO3JEHCTBYET HAa CO3HAHHUE MOTEPIIECBIIETO
nmyTeM 0OMaHa, CKJIIOHSET K Iepejaue UMYIIeCTBa yAaJIeHHBIM 00pa3oM.

OmHuM #3 caMbIX PACHPOCTPAHEHHBIX BHUJIOB HWHTEPHET-MOIICHHUYECTBA
ABJISICTCS TaK Ha3bIBAEMbIM«PHUIIUHI» . MOIIIEHHUKHA COBEPIIAIOT OIPEICIICHHBIE
JICVICTBHS, HAIMPABJICHHBIC HA IOJYYEHUE NOCTYINAa K JCHEXKHBIM CPEACTBAM Ha
OaHKOBCKOM KapTe MOTEHIMATBHON KEPTBbI, IPU MOMOIIY MOYTOBBIX PACCHIIIOK OT
auia 0aHka, COAEpKaIUX B ceOE CCHUIKM HAa CTPAHUIIbI, SIBJISIOIMIMECS TOYHBIMU
KOMHUAMHU O(DHUITHATIBHBIX CAalTOB, Ha KOTOPBIX IPEIJIaraeTcsl BBECTH JaHHbBIEC KapThl
JIUISL BO3MOXKHOCTH JAJIbHEHUIIIETO €€ MCII0JIb30BaHUS.

Eme onHuUM KpaiiHE pacnpoCTpaHEHHBIM BHUJIOM HMHTEPHET-MOIICHHUYECTBA
SBIISIOTCS (pajIbIIMBbIe HHTEPHET-MAara3uHbl. MOIICHHUKHA OEpyT ¢ TOKyIaTes
MPEOIUIATY 32 TOBAP M HE BBIMOJIHSIIOT CBOMX 0053aTEIIbCTB.

BaxHO OTMETUTB, YTO NOMYJISIPHOCTH B TIOMCKOBUKE BOBCE HE rApaHTHS Balllei
oe3onacHoctu. Ha camom jese MOIIEHHUKH aKTUBHO MPOJBUTAIOT CBOU CAWTHI C
UCIIOJIb30BaHUEM BeOMapketuHra. M 3adactyio (anbIIM(GKUCTOAT Ja)Ke BBILIE
CCBUIOK Ha OpPWUTMHAJIBHBIA CAaWT W BHEIIHE OH HA TEPBBIM B3IMVISJ HUYEM HE
OTJIMYAEeTCsl OT opuruHana. [lmarexxHele CTpaHUIBI HA TAaKUX CaWTax TOJBKO
MACKHPYIOTCS MO OIIaTy TOBAPOB U YCIIYT, HA CAMOM J€JI€ MOTECHIUAJIbHAS )KEPTBA
MEePEBOJIUT JACHBIM Ha KaPThl MOIIIEHHUKOB WJIM HA HOMEpa MOOWIbHBIX TeIE(OHOB,
C KOTOpBIX BIIOCJIECACTBUM MOIIEHHUKA CHUMYT JeHbIM. Kpome TOro Ha
MOJICNIPHBIX CalTaXx MOIICHHUKHA COOHMPAIOT PEKBH3UTHI KapT, KOTOPBIC IOTOM
VCIOJIB3YIOT U1 HECAHKIMOHUPOBAHHBIX orepanui. [locne coBepiieHus Takou
OTLJIATHI, KEPTBA JaKe MOXKET MOJYUYUTh MOJATBEPKACHUE MO MOYTE, HO TOBAPOB HU
YCIIYTOCTaBIICHO M OKa3aHO He OyJerT.

Kak xe OTIIMYuTh MOAASIbHBIE CAMTHI OT HACTOSIINX ?

Ileppoe — BHHUMATEIBbHO W3YUYUTE aJPECHYK CTpPOKY. JlW3aH MOXeT
MOJIHOCTHIO KOMUPOBATh OPUTHHAIBHBINA CAT, HO B aJIPECHOM CTPOKE TOYHO OyJeT
YTO-TO HE TaK, XOTs OBI OJTMH CUMBOJI.

Bropoe — cailT HOBBII M 0 HEM HET HUKaKON MH(GOPMALIKU B UHTEPHETE.

TpeTbe — TEKCThI Ha calTe MOTYT COJIep)KaTh OMIMOKM M HepaboTarouue
CCBIJIKH.

YerBeproe — Ou3adiH CTPaHUIBl BBOJA OJHOPA30BOI0 TAPOJA MOXKET
OTJINYAThCS OT MPHUBBIYHOIO JW3aiiHa Bailero OaHka, a €lle Ha3BaHWE Mara3uHa
OyZeT HamucaHO TOPCKH, a HE JIATUHCKUMHU OyKBaMU KaK OOBIYHO B JICTAIBHBIX
TUIATESKHBIX CUCTEMAaX.

[IaTroe — BMecTO Ha3BaHWS Mara3WHa Ha ayTEeHTHU(UKAIMOHHOW CTpaHUIIE
cumBosibl P2P, PEREVODNAKARTU, unu CARD2CARD, To ects urpopManus
O MIEPEBOJIE CPENCTB C KAPThI HA KapTYy.

[lTecroe — cymMMa Ha ayTeHTH(UKAIMOHHON CTpaHUIlE OaHKa MOXXET ObITh
N3MEHEHA.



Cenpmoe — mociie BBEJACHUSI KOPPEKTHBIX JAaHHBIX CailiTa IJIs OJHOPA30BOIO
NapoJisi KEPTBE COOOIAIOT, YTO MAPOJIb HEBEPHBIN U MPOCAT BBECTH HOBBIM MaPOJIh
Ha CaMOM JieJie, 4YTOOBI TPOBECTH HOBYIO OIEPAIHIO.

3ameTHB J1000H M3 ATUX MPU3HAKOB, 3BOHUTE O TeIePOHY, KOTOPHIN yKa3aH
Ha Ballle¥l KapTe U NMOJIb3YHUTECh TOJIBKO MPOBEPEHHBIMU HHTEPHET-TJIOIAIKAMU.

Kpaiine pacrnpoCcTpaHEHHBIM crocooom MOUIIEHHUYECTBA
ABJIIETCSI MOLIEHHMYECTBO B CONHAJBHBIX CeTAX. MOIIEHHUKH B3JIaMbIBAIOT
NEPCOHATIBHYIO CTPAHUILy MOJIb30BaTEI B COLIMAIBHBIX CETSAX WIIA MECCEHIIKEPE U
an00 BCeM MOAPS OTHPABISIOT COOOIIEHUS C TPOCHOOW MOMOYL M CPOYHO
NEPEBECTU JICHET, OO aHAIM3UPYIOT MEPEeNHCKYy M HAaXOMAT CaMbIX OJM3KHUX
JIIOJICH, T€X, KTO TOYHO HE OTKaXKET.

[Tocne nepBoro nepeBoja MOUIEHHUKHA MOTYT CBSI3aThCA C JKEPTBOM, CKa3ath,
YTO-TO MOUUIO HE TaK, MONPOCUTHh MOBTOPHUTH MEPEBOJ U TaK MOKa Ha KapTe HE
3aKOHYATCA JICHBIU WJIM KEPTBa HE JIoTrajiaeTcs 00 oOMaHe, HO BBIMAHUBATh MOTYT
HE TOJIBKO JIEHbI'U, HO U PEKBU3UTHI KaPT SAKOOBI JJIsl TOTO, YTOOBI IEPEBECTHU JIEHBIU
KEPTBE, CIPOCIT HOMEP KAPThI, CPOK ACUCTBUSL, TPEX3HAYHBIN KO/ O€30MaCHOCTH U
IIapoJIM U3 CMC, OJHAKO JEHBIM JKEPTBE PA3yMEETCs HE NMPUIYT, 3aTO C KapThI
cpeacTBa OyIyT CIIUCAHBI.

Yro xe nenarb, €clid BaM MPHILIO COOOIIEHHE C MPOChOO O MOMOIIM OT
OJIHOTO M3 3HAKOMBIX MJIM POJICTBEHHUKOB? HeoO0X0aMMO HEMEIJIEHHO CBSA3ATHCS C
HUM 10 TeiaeQoHy, YTOYHUTh OTIPAaBISI JU OH 3TO COOOIIEHHWE U He
IPEeANPUHUMATh HUYET0, IOKA OH HE IOATBEPAUT 3TO JIMYHO. Tem OoJiee HU B KOeEM
cillydae Helb3s cOOOIIaTh PEKBU3UTHI CBOEW KapThl (Tpu HUGPBI HA 0OOPOTHOU
CTOpOHE, CPOK JIEUCTBUS, MapoJib U3 CMC, KpPOME TOr0 HYXHO MO3a00TUTHCS U O
napoJie JUIsl CBOEro akKKayHTa B COLICETSAX U MecceHkepax. OH 3alIUILIAET HE TOJIbKO
Ballly 0€30MacHOCTh, HO U 0€30MAaCHOCTh BAIIMX POJIHBIX U OJIM3KHX.

JIOBOJILHO 4YacTO MOIIEHHUKH BBIAAIOT ce0s 3a COTPYAHUKOB Oanka. Ilox
MPEIIOTOM «CcO0s B 0a3e JaHHBIX», KHAYUCICHHUS] OOHYCOBY WJIN «IIOJKIIFOUCHUS K
COIIMAJIBHON TIPOrpaMme» 3JI0YMBIUICHHUKHA TPOCSIT, a WHOTJA JaXKe TPeOyroT
COOOILIUTh UM PEKBU3UTHI KapThl, KOJ OE30MacHOCTH M OJHOPA30BBIM IMapOJIb.
[TosryunB He0OXOIMMBIE CBEICHUS, MOILIEHHUKH CIIMCHIBAIOT IEHBI'M CO CUETA.

INOMHMUTE! Ilpu 3BOHKE KIMEHTY COTPYIHUK OaHKa HHUKOTJA HE MPOCHT
COOOIIMTH €My PEKBU3UTHI KAPThl U COBEPIIATH KaKUe-I100 onepanuuu ¢ KapToi.

Ecnu Bam m03BOHWIM M3 OaHKa, U MHTEPECYIOTCS Balllel TUIATEKHON KapToH,
pasyMHee BCETo MPEKPaTUTh Pa3roBOP M MEPE3BOHUTH B O0aHK MO OPUIIUATIBHOMY
HOMEpPY KOHTAaKTHOTO LieHTpa OaHka (HoMep TenedoHa CiyKObl HOAIEPKKU
KJIMEHTA YKa3bIBAETCSI HA OOOPOTHON CTOPOHE KAPTHI).

bonee noipoOHO OCTaHOBUMCS Ha JAHHBIX, KOTOPHIE MOTYT OBITh 3aIIPOILIEHbI
y )KEPTBbI MOIIICHHUKAMHU.

[IMH-xox kapThl — dYeTBHIpeX3HAauHas KoMOWHaIus mnudp, BbJaBacMas B
KOHBEPTE OJHOBPEMEHHO C H3TOTOBJICHHOW OaHKOBCKOM KapToi. Ero moskHO
W3MEHHUTH, OOPATUBIIKCH B OT/EICHIE OaHKa WJIM TO3BOHUB HA TOPSUYIO JTHHUIO.

Kon 6e3omacuoctu (CVV2 nin CVC2) — komOuHanus 1udp, ykasaHHas Ha
00OpOTHOM CTOPOHE KapThl, @ UMEHHO: TPU KpailHue mpaBble LU(PHI, YKa3aHHBIC
1ocJie YeThIpex MocienHux Hudp Homepa kapTel. [IpoBepouHsblil Ko HEOOX0TUM
TOJIBKO JJISI COBEPILIEHHUS IUIaTekKel B UHTEpHETe. [Ipy oHNaitH-0om1aTe OH BBOJUTCS



BMECTE€ C HOMEpPOM KapThl, UMEHEM JepxkaTeisi KapTbl U CPOKOM OKOHYaHUS
JIEUCTBUSI KapThI.

OpHopa3zoBbl Tapoib OaHKa HJisi TMOATBEPXKICHUS OIUIaThl OHJIAMH —
KoMOMHaIUs Mudp, OTHPaBIIeMbIX OaHKOM B CMC-COOOIIEHHWHM WJIH push-
YBEJOMJICHUH JIJIs1 TIOJITBEPKACHHUS ONepalluii C IEHE)KHBIMU CPEJICTBAMH.

Hu B xoem ciaydae He cooOmaite IIMH-koa, kox 0e30macHOCTH WJIU
0/THOPA30BbIH NAPOJIb TPETHUM JHLAM!

HukTo, B TOM yucie cOTpyIHUKUA OaHKa, HE BOpaBe TpeOOBaTh OT JAep KaTes
kapTel coobmuTh [IMH-kom wim xom OGe3omacHOCTH. A OIHOPA30BBIM TAPOJh
BBOJIUTCSI TP COBEPIICHUU OHJIANH-TIOKYIIKM Ha CTPAHUIE C 3al[UIIEHHBIM
COCIMHEHUEM.

KomnoBoe cioBo aeprxatens kapTbl — HHGOpMaIus, ykazaHHas KIMEHTOM OaHKa
npu odopmieHun kaptel. KomoBoe cil0BO HEOOXOAMMO [Jsl MASHTU(UKAIIU
KJIMEHTa TpPH 3BOHKE B KOHTAKT-IIEHTp OaHKa. PekomeHmyeTcs HCMoib30BaTh
KOJIOBBIE CJIOBA, KOTOPBIE 3JIOYMBIIIUICHHUKAM OyAE€T OYeHb CJIOXKHO Y3HATh.
[TogymaiiTe 0 TOM, YTO CIy4WJIOCh C BamMu B AETCTBE WM IOHOCTH, BCIIOMHUTE
MECTO JIeHMCTBHSI, OOBEKT, YEJOBEKa WM COOBITHE — MyCTh OHO Oyner Bamum
KOJIOBBIM CIIOBOM.

Kon xnmenTta O0anka — koMOuHaius 1udp, UCHOIb3yeMas JUIsl COKpaIECHUs
BPEMEHU Ha UACHTU(PUKALINIO KIMEHTa IPU 0OpaIeHUH B KOHTAKT-IIEHTP.

Coo01aTe KOZ0BOE CII0BO MJIM KOJ KJIMeHTa OaHKa MOYKHO TOJILKO B TOM
cily4yae, €Ciiu Bbl 00paTWINCh B KOHTAKT-IIEHTP U Pa3roBapuBaETe C COTPYAHUKOM
OaHKa.

Ha teppuropun Xantei-MaHcuiickoro aBTOHOMHOTO okpyra IOrpsl, B Tom
yuciae Ha Ttepputopun Tr. Hedrerorancka oTMedaeTcss pocT COBEPIICHUS
MOIIIEHHUYECKUX JCUCTBUH B OTHOLIEHWU TpaXJaH NOJA BHUIOM OKa3aHUs
pa3IMyYHBIX YCIYT, B TOM YHCJe B OaHKOBCKOM cdepe, mocpecTBOM MOOUIBLHON
CBsA3U U ceTH «HTepHET». 3a4acTyI0O MOTEPIEBIINE OT MIPECTYITHBIX MTOCATATENIbCTB
rpaXkJaHe HE OCBEJAOMJICHbl O BHOBb MOSBISIOIMXCA BHAAX U cHocobax
MOIIICHHHYECTB, BBUJIy YETO HE CIOCOOHBI B MOJHOW Mepe 00e30macuTh ceds OT
TaKOBBIX MOCATATEIBCTB.

C menpio MpenynpekIeHUs NPECTYIHBIX TMOCITATeIbCTB B OTHOIICHUU
rpakjaaH, pACCMOTPUM MMEIOIITUECS BUJIBI, CITOCOOBI MOIIICHHHYECKUX JICHCTBHUH, a
TaKXe CIIOCOObI N30eXKaTh CTOJIKHOBEHUS C MOILIEHHUKOM.

Kak 06e30nacHoO 1moJib30BaTbCS HHTEPHET-0AHKOM.

1. Hcnonp3yiTe CIOXHBIA Tapoyib OJIOKUPOBKM OHKpaHa M KauyeCTBEHHYIO
aHTUBUPYCHYIO Tiporpammy. He Bxoautre B OaHKOBCKHE MPHIIOKEHUS,
WCIIOJIB3YS OTIIEUATOK MayibIla WM (YHKIIMIO PACTIO3HABAHUS JIUIIA.

2. Hu B koeM ciyuyae He XpaHUTE B TeieoHE JIOTUH W Napojb OT BXOJAa B
MOOUJIBHBIN OAHKUHT.

3. He xpanute B TenedoHE pEKBUBUTHI KapThl: HOMEp, CpPOK JACHCTBUS,
nposepounbiid ko u [TMH-kox kapTel.
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N30eraiiTe Bxo/1a B CUCTEMY MOOUIIBHOTO OAHKMHTA C UY>KHX YCTPOUCTB.
[Ipu yrpare Tenedona HeMEJIEHHO 00OpaTUTECh B OAHK /I OJIOKUPOBKH KaPThI
U B 0uc MOOUIILHOTO oreparopa st 6J10KupoBkU SIM-KapThl.
He nepexoaute mo ccbuikaM U3 SMS-cooOlieHu#, 1ake €CM B COOOLIEHUU
YTBEPKJIa€TCs, YTO OHO U3 OaHKa.
Otkirounte QyHKIHIO 0TOOpaXeHust TeKCTa BXoAsmux SMS- yBe1oMIieHUu Ha
sKpaHe 3a0JJOKUPOBAHHOTO TeledoHa.
Kak 0e3omacHo coBepumiaTh IJIATeKH B HHTepHeTe?
Hcnonb3yliTe HA yCTPOMCTBE AHTUBUPYC C AKTUBHOW 3alIMTOM OHJIANH-
IIJTATEKEN.
CoBepmiaiiTe oriaTy TOJBKO TOCPEACTBOM HCIOIL30BAHMS 3alTUIIICHHBIX
COCIMHCHUN. 3alUIeHHOe WM 3amu(poOBaHHOE TMOJIKIIOUYEHUE MOXKHO
pacmo3HaTh Mo 3HAYKy B BUJIE 3aMOYKa B Hauaje apecHOi CTpoKu Opaysepa u
npedukcy https:// (He mpocto http, a ¢ OykBO#l S Ha KOHIIE) TIEpe aApecoM
caura.
Bcerna 3aBepiiaiite ceaHc B HMHTEpHET-OaHKE TEpea TEeM, Kak 3aKpoeTe
BKJIaJIKy Opay3epa. He mpoBojuTe ¢huHAHCOBBIE ONEpAIK ¢ OOIIECTBEHHOTO
WI-FI B kade, TpancnopTe Wik rOCTUHUIIAX.
He coxpansiite cBou laHHBIC O KapTe B Opaysepe.

Kak o0e3omacuth ce0s1 1 He CTATh KEPTBOI MOILIEHHUKOB
UYToOBI HE MOIMACTh HA YJIOBKH MOIIIEHHUKOB, HY>KHO MPOSBIATH OUTEIHBHOCTD

TIPY COBEPIICHHUH JTFOOBIX JIEHEKHBIX OIEpariuii ¢ TMOMOIIbI0 OAHKOBCKUX KapT U
HUKOT/Ia HUKOMY HE PacKpbIBaTh JaHHBIC KapThl. COTpyIHUKH OaHKa HE TPEOYIOT
Ha3zBath ux uinu CVV/CVC nomep Ha obopoTe.

1.

O6e3omacuTh JIMYHbIC (PUHAHCHI TTO3BOJIUT COOTIO/ICHUE 0a30BBIX MPABUII:
II0JIb30BAThCS OTACIBHOW BUPTYAJIbHOU KApTOW IS IIOKYIIOK, MOMOJIHATD €€
Jy4llle pa30BO — TOJIBKO IPU COBEPLICHUH OIUIATHI;

CO3/1aBaTh CJIOXHBIE U MAPOJIM U UCTIOJIb30BaTh Pa3Hble JaHHBIE JJI MOUYTOBBIX
SLIUKOB, COLICETEH, APYTUX CAUTOB, BE/Ib MAPOJIb BOCCTAHOBUTH MPOILE, YEM
BEPHYTh YKpaJIEHHbIE JCHbIU;

HE KJIMKaTh 110 HEM3BECTHBIM CCBUIKAM, KOTOPbIE IPUXOAT MO ANEKTPOHHOU
1oYTe, B MECCEH]IKEPAX, COLIMAIIBHBIX CETSIX, 0COOEHHO €CJIM MpeaiaratoT 4To-
TO O€CIJIaATHOE WM Ha BHITOAHBIX YCIOBUSX;

HE co00IIaTh MOCTOPOHHUM JIMYHBIC JaHHBIC KapThl U HE BBOJUTH MX Ha
HE3HAKOMBIX CaliTaxX, HEe yKa3blBaTh KOJIbl 0€30MACHOCTH U3 CMC-COOOILIEHU;
KPUTUYECKU OLIEHUBATH JI00YI0 HH(OPMAIUIO, COOOIIEHUS, OOBSBICHUS B
WHTEPHETE, a TAK)KE HE BEPUTH Ha CIOBO BHE3AITHBIM OOpAILIEHUSM OT APY3el U
POJICTBEHHUKOB, CKOPEE BCEr0 HEOXKHUIaHHAs MPOChOa O AeHbrax MOCTYIHIIA
OT MOILIEHHUKA, KOTOPBIN B3JIOMaJl aKKayHT;

UCIIOJIb30BaTh B He3HAKOMBIX MecTax VPN (Virtual Private Network)
aHOHUMHBIN (IpUBaTHBIN) 1oCcTyn B IHTEpHET, YTOOBI MOIIEHHUKH HE MOTJIN
CKayaTh C yCTPOWCTBA JIUYHBIEC JaHHBIC.



MonleHHH4YeCTBA, COBepIIaeMbieé ¢ HCHOJL30BAHUEM MOOWJILHOIO
TejgedoHna (3BOHKH):

1. 3BOHOK OT COTPYIHHUKA 0AHKA (COTPYIHHKA CJOVKOBI 0€30IIACHOCTH

0aHka, GUHAHCOBOIO MOMOLIHMKA): COTPYIHUKN (PMHAHCOBO-KPEIUTHBIX
opranuzanuii HE OCYIIIECTBJIAOT 3BOHKH cBouM KJIMEHTaM, a TaKXKe
HE MHTEPECYIOTCS Ob UMEROIINXCA Y HUX BAHKOBCKHUX
KAPTAX, JEHEXHBIX CPEACTBAX, HE TPEBYIOT HA3BATH KAKHUE-
JINBO PEKBU3UTHI BAHKOBCKOW KAPTHI!

B cnyuae, eciim Bam mocTynmus 3BOHOK OT HEW3BECTHOIO JIMIA, KOTOPOE
cooOmaer Bam o ToM, 4To B OTHOlIeHMM Bac coBepinaroTcsi MOIIEHHUYECKHE
nerctBus, Ha Bac odopmunm kpenutHoe ods3arensctBo U nnoe, HEMEJIJIEHHO
[TPEKPATUTE PA3I'OBOP, HEe Hy»KHO BECTH IUAJIOT C HEU3BECTHBIM JIULIOM, €CIIN
y Bac uMeroTcs coMHEHHUsI 10 TOBOAY COXPAaHHOCTHU Bammx JeHeKHBIX CPeJCTB U
ux 0€30MacHOCTHU, OOpaTUTECh B OT/eNieHHe OaHka sMuTeHTa Bamieit 6aHkoBCKOM
KapThl WJIH K€ OCYIIECTBUTE 3BOHOK Ha TOpSUYyI0 JUHUIO (aOOHEHTCKUU HOMEP
yKazaH ¢ oOpaTHOil cTopoHbl Baieli OaHKOBCKOW KapThl) ISl TOJy4YEHUS
mogpobuoit  mupopmammun. HE COOBIMAWTE PEKBU3UTBI CBOEN
BAHKOBCKOI KAPTbI, KAKME-JIUEO TIOCTYITAIOIIUE KOJ-ITAPOJIN,
TPETBUM JINIIAM

2. 3BOHOK OT_ COTPYAHHUKOB MOJHUIHH, NPOKYPATYPbI, CJAE€ACTBEHHOIO
komurera, M®PII: ykazannsle cotpyaHnukun HUKOT'ZIA HE BYAVYT
uHTEepecoBaThcsi Bammmu  ¢uHaHcamu, OaHKOBCKMMHM KapTamH. Takxe,
corpymauku HE TTIPOCST T'PAXKIIAH OKA3ATH COAENMCTBUE B ITOMMKE
MOIITEHHUKOB wunu HeqoOpOoCOBECTHBIX COTPYAHUKOB OaHka. Eciu Bam
MO3BOHWIM W COOOUIUIIN, YTO B OTHOIICHUU Bac coBepmiaroTcsi MOIIEHHUYECKUE
JNeWCTBUS WM BamuMu JHMYHBIMM  JaHHBIMU  3aBIAJIE]I0 TPEThE JIMIIO,
HEMEJUIEHHO TTPEKPATUTE PA3T'OBOP U OBPATUTECH B TIOJIMITUIO
JUTsl YTOUHEHHS TaHHOW WH(MOpMAaIuu.

3. 3BOHOK OT HEe3HAKOMBIX JI0/Ieil C HEM3BECTHBLIX HOMEPOB, KOTOpbIC
coobmaror Bam o Tom, yto Bam Onu3kuii 4enmoBek momana B Oedy, COBEPIIUII
MPECTYIJICHUE, TIOTIaJl B OOJILHUITY U €My CPOYHO TpebyeTcs: (pruHaHCOBasi TOMOIIT.
HE JJAMTE CEBS OBMAHVYTb! B naHHOH CHTyallHH OCYIIECTBHUTE 3BOHOK
CBOEMYy OJU3KOMY 4YeJIOBEKY, O KOTOPOM, BO3MOXKHO, IIUIa peYb, YTOUHHUTE
MH(OPMAIUIO O TOM, B MTOPSIZIKE JIU OH.

MolieHHHYECTBA, COBEpPIIAEMbIe ¢ UCII0Jb30BaHueM ceTu «MHTepHeT»

CoumnaabHble _cetu. B cinydae, ecnmu Baim 3HaKOMBIN/OIU3KUNA 4YEJIOBEK
MOCPEACTBOM COOOIICHUSI B COIUAIBHOW CETH MNpocuT Bac ogomkuth emy
JIGHEe)KHbIE cpelcTBa (B JIONT), OCYIIECTBUTE 3BOHOK JaHHOMY YEJIOBEKY
MOCPEACTBOM COTOBOM CBSI3U W YTOUHHUTE, JIEHMCTBUTEIBLHO JIM MMEHHO Barn
3HAKOMBIN/OnMu3Kkuii yenoBek npocuT Bac 006 omomkenuu. B CJIYVUAE, ECJIU
VKA3AHHBIE JIEMCTBUS BAIII 3HaKk0MBIi/GIM3KHIT YETIOBEK HE OCYIIIECTBIISLI,
HEMEJ/UIEHHO ITPEKPATUTE JUAJIOI' C MOIIEHHUKOM H
OCYIIECTBUTE BJIOKHMPOKY KOHTAKTA oT KOTOpPOro MOCTYIHIIO
COOOIIIEHNE C MPOCKOOM, TaK KaK BBINICYKa3aHHBIC JTEUCTBUSI CBUIIETEILCTBYIOT O




B3JIOME CTPAHMUIIbI B commanmpHON ceTn Bamrero 3HakomMoro/0au3Koro
yenoeka, OBIA3ATEJIBHO VYBEJIOMHWTE u4enoBeka, 4Ybsi CTpaHHUIla ObLia
B3JIOMaHa.

HE PA3SMEIIAWTE JMUYHBIE JAHHBIE HA CTPAHHULAX
COIUAJIBHBIX CETEM, xoTopsiMu MOTyT Bocronb3oBathess MOIIEHHUKHA!

Hau6onee uwactro MOINHHUKUWU HCIIOJIB3YIOT ABOHEHTCKUE
HOMEPA HECBOUCTBEHHBIE peruony XMAO-IOrpel, a HMEHHO:
a0OHEHTCKHE HOMEepa, HAauMHArOIHeCs Ha +7 495%**; +7 499***,

Byabre OpurenbHbl K CcBOMM (UHAHCAM M PacHpOCTPAHEHHIO
MEePCOHAJIBbHBIX JAHHBIX!

CTAPAUTECh W3BETATh IUIATEXEW B CETHU WHTEPHET
[IOCPEJJCTBOM CBOEN BAHKOBCKOI KAPTHI;

* HE OCYIIECTBJIAUTE IIOKYIIKMW B CETWU HMHTEPHET HA
[TOAO3PUTEJIBHBIX " HE3HAKOMBIX CAUTAX 110
«ITPUBJIEKATEJIbHBIM LIEHAM»;

* [IPEPBUTE PA3I'OBOP, ECJI1 BAM 3BOHUT HEM3BECTHOE JIMLIO
N IoBOPUT C BAMHU O ®MMHAHCAX, UMEIOIINXCA BAHKOBCKHUX
KAPTAX;

* HE IIEPEXOUTE 110 ITOAO3PUTEJIbHBIM CCBUJIKAM;

* HE TIEPEUNCJIIUTE JEHEXHBIE CPEJJCTBA HA DJIEKTPOHHBIE
KOHIEJIbKH, e yoeauBmuch B 0J1aroHaIEKHOCTH KOHTPAreHTa,;

* HE COOBIIANTE HE3HAKOMBIM nmn MAJIO3HAKOMBIM JIMIIAM
JINYHBIE TAHHBIE, koTopsle B 1anbHEHIIEM MOTYT OBITh UCIIOJIb30BaHbl Bam BO
Bpe

I[Ipu mpocmorpe commanbHbix cereit HE TMEPEXOJUTE 11O
BCIUIBIBAIOIMM CCBUIKAM, PEKJTAMHBIM OBBABJIEHUAM, nanHble
cchUIKM HampaBsaT Bac na MOINEHHUYECKHI CAWT JBOMHUK/
MHTEPHET-MAT'A3UH/CAWT, COJEPXAIIMA B CEBE BUPYCHLIE
YTI'PO3bI.

[Ipu ocymiecTBICHUM 3aKa3a B MHTEpPHET-Mara3uHe (CTpaHMIla COIUAIbHOU
CETH, BJIaJieiel] KOTOpOM ocyIiecTBisgeT npojaaxy ToBapos), YBEJIWUTECH, UTO
BJIAJIEJIBIIEM JAHHOM CTPAHUIIBI ABJISIETCS HE MOIIEHHUK! B
cinydae, ecnu y untepHer-marazuia OTCYTCTBYET IOPUJIMYECKMIL AJIPEC,
OTCYTCTBYET UHO®OPMAIIMA O BJIIAAEJIBIIE JAHHOI'O MHTEPHET-
MATA3UHA (mponaBue), a takke ecnu JUJIA COBEPIIEHUSA 3AKA3A
HEOBXOJIMMO BHECTH TIOJIHYIO OIUIATY 3A TOBAP - 310
CBUJETEIBCTBYET O TOM, YTO BJIAJENEL JAaHHOW CTPAHUIBI MHTEPHET-Mara3uHa
Bo3MoxxHoO MOIITEHHHUK!

PACCKAXHUTE OF YT'PO3E MOIIEHHUYECKUX JENCTBUN
CBOUM BJIN3KH1M!



_2. UnrepHer caiithl. HE OCYHIECTBJIIUTE 3AKA3 TOBAPOB HA
CAUTAX, KOTOPbIMHN PAHEE BbI HE TTOJIb3OBAJIMCb. B ciyyae, eciau
BCE-TaKu BO3HUKJIA JaHHAS! HEOOXOAMMOCTbD, IPOUTUTE OT3BIBBI O IaHHOM CaiTe.

[Ipu ocymiecTBICHUU MOKYIIOK HA CaliTe, KOTOPBIM paHee Bbl HCIOIb30Bau,
OBPATUTE BHUMAHHWE HA AJIPECHYIO CTPOKY CAWTA (https://***), B
ciyqae, ecin B AJIPECE CAMTA MPUCYTCTBYIOT JIMIITHUE CUMBOJIBL,
3T0 cBHEeTensCTByeT o ToM, uto JAHHBIN CAUT SABJISETCS ABOMHUKOM
OPUTMHAJIBHOTO CanTa, HAa KOTOPOM PaHEE Bbl OCYILECTBIUIM OKYIIKH.

[Tpumep:

https://www.tutu.ru/ (OPUITIAJIBHBINA CANT);

https://www.tu-tul.com (CAWUT JIBOMHUK - MOIICHHHK).

3. MuTepHeT miaT¢gopMbl LIS IPOAAKU/TIOKYIIKM TOBAPOB. B ciiyuae, ecinu
Bel ocymiecTBisieTe MOKYNMKY TOBAapOB IOCPEJACTBOM MHTEPHET ILIaTGopm
«ABUTOy», «YOJIA» u unsix, HE IIEPEBOJUWUTE ABAHC TTPOJABILY B cuer
omnarel ToBapa. B CIIVUHAE, ECJIM TIPOIHABEIl BAC TOPOIIUT C
[IOKVYIIKOM/OCYIIECTBJIEHUEM ITIATEXA, 9TO MOKET
CBUJICTEIBCTBOBATh O TOM, 4YTO AaHHbIA mpoaaBennr — MOIIEHHUK! HE
I[MPEXOJIWTE 110 CCHUIKAM, KOTOPLIE HAITPABJIAET BAM ITPOJIABEIL
MoJ BUJOM CCBUIKM Ha TEPEXOJ ISl OIUlaThl MOCPEICTBOM CEpBHCA OBICTPBIX
TJIAaTEXKEH.

B cnmyuae, ecniu Bel ocyniecTBisieTe npoaaxy ToBapa nocpeicTBOM UHTEPHET
nnardopm «ABUTO», «FOJIA» u nnbix, HE COOBIIAWTE TTOKVYITATEJIIO
BAHKOBCKUE PEKBU3UTHI CBOEMT FAHKOBCKOWM KAPTBI ast omnatsl
toBapa. HE TIPEXOJIUTE I10 CCBUIKAM, KOTOPBIE HAITPABJIAAET BAM
I[TOKVITATEJIb nos BUAOM CChUIKH Ha MEPEXO/I I OIIaThl TOCPEJICTBOM CEpBHUCA
OBICTPBIX TUIATEIKEH.

4. Meccenmxkepbl. B caydae, ecnu Bam [HNOCTYIIWIIO CMC-
YBEAOMJIEHUE B xkakom-muoo MECCEHJDKEPE OT HEWM3BECTHOI'O
OTIPABUTEJIA, conepxamee B cede kakyro-muoo CCBUIKY, HE
[IEPEXOJIUTE 10 YKA3AHHOW CCBUIKE, BBUJY TOTO, YTO OHA MOKET
COJIEp>KaTh BHUPYCHBIE YIpo3bl (BUpYyChI-MolIeHHUKH). HE PEATUPYVUTE Ha
MOCTYNAIOIINE CMC-YBEAOMIIEHUS O BBIﬁFPAMAX, HEOBEXOIMMOCTHU
[IOJIYYEHUS KAKUX-JIMBO [TIOCOBUI 1 nnoe.

BCE YKA3AHHBIE JJEMCTBUS COBEPIIAIOT MOIIIEHHUKH!

Ecnm Bce-Taku MOIIEHHUKAM YAaJIOCh COBEPIIUTH MPECTYIUICHHUE, TO KEPTBE
HEOOXOJMMO OOpaTUThCA B TMOJUIMIO C 3asBJICHUEM WU 1o Teiedony 112,
COXpPaHHUTh CCHUIKM Ha CaWTHl, ¢ KOTOPHIX OBUIM COBEPIICHBI MOIICHHHYECKHC
JENUCTBUS, TIEPETIUCKY C MOIICHHUKAMH U JIPYTHE JTaHHBIE, KOTOPhIE MOTYT OBITh
TOJIC3HBI JUISI UACHTU(DHUKAIIMM MOIIICHHUKOB.



